
 
UNIVERSITY OF SOUTHERN MINDANAO 

 
DATA SECURITY INCIDENT FORM 

 
Privacy Statement: Any data provided in this form will be processed in accordance with the 
University's Data Protection Policy. The University’s Data Protection Officer can be contacted 
through dpo@usm.edu.ph and all report or complaints may be sent to 
complaints_dpo@usm.edu.ph.  
 

FULL NAME  

UNIVERSITY ID  

EMAIL ADDRESS  

DEPARTMENT/UNIT/OFFICE  

 
INCIDENT/BREACH DETAILS 

Date of actual or suspected 
breach 

 

Date of discovery of actual or 
suspected incident/breach 

 

Incident breach details To assist us with our investigation, please describe the 
incident/breach, providing as much information as possible.  State 
who, what, when, where, why, and how.  If the reporting of this 
incident/breach has been delayed by more than 24 hours, please 
explain why. 
 
 
 
 
 
 

Were any of the following data 
types involved (if yes, tick all 
boxes that apply)? 

__Socio-economic data 
__Racial or ethnic origin 
__Biometric data (facial images, fingerprints, blood samples, etc.) 
__Employment Data (CVs, job application forms, job references,    

payroll, pension) 
__Financial data, including account numbers, card details, etc. 
__Health or medical data (physical or mental), well-being, etc. 
__Criminal offences 
__Details of proceedings relating to criminal offences 
__Sexual life/orientation data 
__Political opinions 
__Religious beliefs 
__Marks/grades/achievements/academic records 
 

Please provide the approximate 
number of data records 
involved 

 
 
 

 
 

 
Please describe the categories 
and approximate number of 
data subjects affected by the 
data incident/breach 
 
 
 
 

 
(Who and how many individuals does the data relate to?) Do not 
notify the affected data subjects. The DPO or nominated deputy 
will determine who should be notified and how. 
University Personnel  ________     Alumni                      _______ 
Students                           ________    Retirees                     _______ 
Job Applicants               ________    Hospital Patients   _______ 
Others, pls specify _________________________ - _________ 
 
 

mailto:dpo@usm.edu.ph
mailto:complaints_dpo@usm.edu.ph


Are any external parties 
involved? 

Provide details of any external parties that are involved or affected 
by the incident/breach (research partner, suppliers, external 
stakeholders, commercial partners, collaborating universities, etc.) 
 
 
 
 
 

Is the incident/breach ongoing? __ YES 
 
__ NO 

Are you aware of or suspect 
any related or other data 
incidents/breaches in your 
department? 

__ YES 
 
__ NO 

Please provide details of any 
remedial action that has 
already been taken. 

Do not notify the affected data subjects. The DPO or nominated 
deputy will determine who should be notified and how. 
 
 
 
 
 
 
 
 
 

 


